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1 Introduction

The widespread use of automated systems to collect, store, and retrieve data
in the public, private, and academic sectors has given rise to a large number of
databases. Many of these databases contain private, personally identifiable, or
sensitive information. In the financial sector, databases store information about
bank accounts, trades and company activity that is not suitable for a large
audience. In the health services industry, hospitals and insurance companies
maintain databases containing confidential patient health data. In the military,
databases contain classified and secret data that must remain hidden for reasons
of national security. All of these systems share a common need of regulated
access to data.

Database systems traditionally use some form of access control to enforce
policies regarding the data they contain. These policies, a form of rule-based ac-
cess control, create a control structure that mimics the structure of the database
itself. We can restrict access to tables, enable certain views of data, or prohibit
access selectively. These systems have two major points of failure. The first is
that they require system designers to think about data and security simulta-
neously. The second is that they often fall short, creating a substantial “gray
area” between unlimited access and highly restricted access.

In this project, we will apply Semantic Web technologies to a new area, that
of policy assurance in database systems. We argue that the logical reasoners of
the Semantic Web world are well suited for a more abstract form of rule-based
access control. We will define a language that allows us to describe database
queries, and their semantics, to both human and automated agents. We will
construct a policy framework that enables us to create policies from abstract
concepts, and use existing logical reasoners to determine whether or not we are
in compliance of these technologies. Finally, we will integrate our system into
an existing relational database implementation.

Our approach is novel in using Semantic Web technologies for this type of
policy checking. The use of access controls in database systems is not new, nor
is the use of reasoning systems and forward chaining to make logical deduc-
tions. We feel that Semantic Web technologies are well suited to the database
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access control problem, as they provide a robust, dynamic, and traceable way
of implementing access control at a very fine granularity.

The rest of this proposal is structured as follows. First, we describe the prob-
lem of policy assurance in databases in more detail, offering sample scenarios.
We then discuss the current state-of-the-art, including a discussion of existing
Semantic Web technologies, and best practices in database administration using
traditional models of access control. We then discuss a sample implementation,
and demonstrate how the use of Semantic Web technologies is fundamentally
different from prior approaches. We set a framework for future work and discuss
challenges before concluding.

2 Problem Description

Our goal is to create a policy assurance system for a database containing sen-
sitive data. Specifically, we wish to encode abstract policies in a reasoning lan-
guage, and determine if access to our database is in adherence to these policies.
Re-using as much of our existing framework as possible, we can inform users of
how we derive at the conclusion of whether or not they are acting within the
policies we established.

We would like for our system to work in databases with policies that restrict
what the database administrator can do. The database administrator may be
in charge of a database containing secured, limited-access, or confidential data.
The administrator must be assured that users of the system are in compliance
of the policies in place, even though the administrator may not have permission
to see the queries, or the results of the queries, that the users make. Our system
aimes to provide a database administrator with a tool that tells them if users
are playing fair, or breaking the rules.

3 Previous Work

3.1 Semantic Web

The Semantic Web is an ongoing endeavor to make information accessible to
both human agents, and automated systems. It is an extension of the World
Wide Web, a collection of design principles that seek to foster information shar-
ing in new ways through the use of new systems.

At present, Semantic Web technologies specify specific ways of encapsulating
information so that it is human and machine readable. The primary method is
RDF, an XML specification that binds objects to properties. The Notation 3
(N3) language is a form of “syntactic sugar” for RDF. Accountability in RDF,
or AIR, offers a language for expressing policies in RDF languages. [3]

Applications such as the Tabulator browser addition render RDF information
in an easily human readable form. The real power in Semantic Web technologies
is the way that they easily lend themselves to rule-based systems and reasoners.
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One existing system, N3Logic, uses the N3 language to perform reasoning. [1]
AIR also provided an infrastructure for logical reasoning.

3.2 Policy Awareness

Within the realm of the Semantic Web, there is prior work relating to pol-
icy awareness. This is the application of reasoner technologies to rule-based
systems, where the rules represent laws, licenses, or policies that relate to the
system.

The Information Accountability paper describes the arenas in which policy-
aware systems are if interest. [5] Among these are privacy, copyright, surveil-
lance, and data mining. The paper argues that if we can trace who uses data
and how they use it, if we have a way of finding accountability, we can begin to
move toward policies that are between full disclosure and full control. The paper
offers scenarios of how information aware systems would be useful in everyday
life.

REIN describes a system offering “policy management”. [2] The system is
policy-language agnostic, and operates in an independent environment, offering
a yes/no opinion of policy compliance to an existing system. The REIN paper
defines three possible operating modes. In the server-side rules operating mode,
the analogy of choice is an application for a library card. The user does not
know the rules, but supplies the information requested on the form to the library
for processing. In the client-side rules mode, the onus of rule checking is on the
user. The hybrid mode offers a way of sharing this responsibility. At present,
REIN is implemented in Python, using the N3 policy language and the CWM
reasoner.

There is prior work demonstrating the use of a policy-aware system for check-
ing license information. [4] In this case, the system uses Creative Commons
license policies to check for compliance with the content creator’s sharing pref-
erences. The author describes this system as a way of “keeping honest people
honest.” The system, as implemented, converts metadata on an image file to
an AIR policy, and checks usage patterns against a set of rules that parallel the
Creative Commons license policies. If, for example, an image from the Flickr
Web site is used on someone’s personal page, in violation of the content creator’s
wishes as expressed in their choice of Creative Commons licensing, this tool will
detect a conflict.

Our logical approach is to use the AIR reasoning language to implement
policies. We have yet to specify how we will encode policies, or queries.

3.3 Methodologies of Access Control

We are implementing a form of access control in this project. We thought
it would be instructive to look at the existing literature, and the approaches
systems designers take in designing traditional access control systems. Systems
designers tend to have a different mind set when approaching security problems
than Web designers: systems designers tend to favor closed systems, whereas
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Web designers tend to favor open systems. Existing relational database systems
extend on these technologies in their implementation of access control.

3.3.1 Yesterday: Mandatory and Discretionary Access Control

3.3.2 Role and Rule-Based Access Control

3.3.3 Policy-Based Access Control

3.3.4 Access Control in Databases

3.4 Alteration of Data

4 Challenges

Our solution does not address the issue of users who conspire together. It may
be possible for two users to work as a team, obtaining independent sets of data
from a protected database. The users can combine the data offline and break
one of our policies.

5 Conclusion
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